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Abstract. Anomaly detection (AD), the task of identifying samples
that significantly deviate from normative data patterns, is a critical
challenge in data analysis and decision-making. It has widespread ap-
plications in high-stakes fields such as financial fraud detection, medi-
cal diagnosis, and cybersecurity intrusion detection. While AD research
has long been active in machine learning, the recent rise of foundation
models (FMs) has spurred a surge of new, FM-based techniques. This
proliferation of methods provides a diverse toolkit but also creates con-
fusion for learners and practitioners. Consequently, a systematic review
is urgently needed to synthesize the existing literature, clarify the cur-
rent research landscape, and identify persistent challenges. This survey
addresses three key aspects of FM-energized anomaly detection: (i) the
methodological approaches for leveraging FMs in AD; (ii) the compara-
tive advantages and limitations of FM-based methods against traditional
techniques; and (iii) the prevailing trends, thematic preferences, and un-
resolved challenges in the field. Based on this tripartite analysis, we iden-
tify promising yet underexplored research pathways. We anticipate that
this survey will not only elucidate current developments and trajectories
but also catalyze further innovation within the AD community.

Keywords: Anomaly Detection · Outlier Detection · Foundation Mod-
els · Large Language Models (LLMs) · Vision Language Models · Survey.

1 Introduction

Foundation Models (FMs) generally refer to the large-scale neural networks pre-
trained on extensive and diverse data (often text, image, or both), such as
BERT [15], GPT-series models [40,41,10], CLIP [39] and DeepSeek-R1 [19],
which can be adapted or fine-tuned to a wide range of downstream tasks. Driven
by continuous breakthroughs and unprecedented achievements of FMs on natural
language processing (NLP) and computer vision (CV), researchers and practi-
tioners pay more attention to FM-energized machine learning tasks. Anomaly
⋆ Corresponding author
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detection, a crucial problem in data science, has numerous applications in high-
social-impact fields, such as fraud detection in finance, medical diagnosis in
healthcare, fault detection in industry, intrusion detection in cybersecurity, and
fatigue detection in transportation. Against this backdrop, a flood of studies
on FM-energized anomaly detection has developed in recent years. As shown in
Fig. 1, the number of related papers has risen sharply.

("anomaly            allintitle:("anomaly detection" OR "outlier detection") (llm OR llms OR "large language models" OR fm OR fms OR "foundation models") 
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-2023 632 -2023 1
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Fig. 1. The cumulative number of papers on anomaly detection associated with foun-
dation models over the years. The statistics are from Google Scholar. The plot (a)
shows the search results on full text with keywords ‘("anomaly detection" OR "outlier
detection") AND ("large language models" OR "foundation models")’. The plot (b)
shows the search results only on title with keywords ‘allintitle:("anomaly detection"
OR "outlier detection") (llm OR llms OR "large language models" OR fm OR fms OR
"foundation models")’.

The profusion of literature, on one hand, explores the performance of FM-
energized techniques on various anomaly detection scenarios and equips us with
diverse tools. On the other hand, such abundant methods also cause confusion
for learners and practitioners. In response, several recent surveys [47,55,36,42]
on FM-based anomaly detection have been introduced to organize and cate-
gorize the expanding field. While these reviews provide valuable taxonomies,
summaries, and comparisons, they still have respective limitations in addressing
such abundant and diverse literature. Specifically, these works, at least, have the
following two principal limitations:

– The analysis and comparisons are narrowly focused, often restricted to spe-
cific data types or detection scenarios.

– There is a lack of systematic comparison between FM-based and traditional
(non-FM-based) anomaly detection methods, leaving their relative advan-
tages and limitations unclear.

This survey aims to address these gaps and provides an effective piece of the
puzzle of FM-based anomaly detection, thereby facilitating future research and
practical applications of FM-based anomaly detection. The main contributions
of this work are summarized as follows.

– This survey introduces a novel taxonomy for the FM-energized anomaly
detection methods based on the general anomaly detection process.
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– This survey analyzes the advantages and limitations of FM-energized anomaly
detection methods compared with traditional (non-FM-based) methods.

– This survey elucidates current prevailing trends, thematic preferences, and
unsolved challenges in this field and further identifies promising yet under-
explored research pathways for FM-energized anomaly detection.

The remainder of this paper is organized as follows: Section 2 reviews re-
lated work; Section 3 provides preliminary knowledge on foundation models and
anomaly detection; Section 4 details the novel taxonomy; Section 5 collects useful
AD resources including datasets and benchmark literature; Section 6 compares
the FM-energized with traditional methods, and analyzes current trends, chal-
lenges and possible research problems; and Section 7 concludes this work.

2 Related Surveys

With the rapid development of FM-energized anomaly detection, several consid-
erable surveys have appeared in recent years. Su et al. [47] clearly summarize the
prevalent LLM-energized learning paradigms utilized in anomaly detection and
prediction tasks and analyze the main problems of the current studies and possi-
ble future directions from a high-level perspective. Xu et al. [55] provide a novel
taxonomy for anomaly and out-of-distribution (OOD) detection by focusing on
how LLMs impact the detection tasks. Following the proposed taxonomy, Xu et
al. further discuss the related work under each of the categories and delineate
potential challenges and directions for future research. Miyai et al. [36] propose
a framework of generalized OOD detection based on Vision Language Models
(VLMs). This work provides a comprehensive overview of the field, elucidating
key problem settings, established benchmarks, and current methodologies, while
also analyzing future research directions for OOD detection in the era of VLMs.
Ren et al. [42] review the recent advancements in FM-based anomaly detec-
tion and propose a novel taxonomy that classifies these methods into different
categories based on their roles in anomaly detection tasks.

Undoubtedly, these works provide in-depth discussion and comparison of cur-
rent FM-energized or LLM-energized anomaly detection technologies from dif-
ferent facets. All of them analyze the potential challenges and possible directions
for future research based on their respective aspects. While considerable contri-
butions, they still have respective limitations in addressing such abundant and
diverse literature. In Table 1, we compare the four surveys with ours and cate-
gorize them into specific terms to provide a clear preference and concentration
of each work. From Table 1, it can be found that the contributions of all the
surveys, including ours, are orthogonal and complementary for such a broad
and rapidly advancing field. In light of this, in the subsequent sections of this
work, we provide clear citations for the issues already thoroughly discussed in
the existing reviews, without repeating them.
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Table 1. A Comparison among surveys on FM-energized anomaly detection.

Survey Taxonomy Models (FMs) Tasks Data Types

Su et al. [47] Utilizing of FMs
(e.g. prompt, fine-tuning) LLMs (e.g. BERT, GPT-2) Unsupervised AD (clean) Time series, Log

Xu et al. [55] Impacting of FMs
(detection, generation) LLMs (e.g. PandaGPT), VLMs (e.g. CLIP) OOD N/A

Miyai et al. [36] fine-tuning of FMs
(e.g. zero-shot, few-shot) VLMs (e.g. CLIP), LVLMs (e.g. GPT-4V, LLaVA) OOD Image

Ren et al.[42] Role of FMs
(encoder, detector, interpreter) LLMs (GPT-2, LLaMa2), VLMs (e.g. CLIP) N/A N/A

Ours Workflow Tree LLMs, VLMs, LVLMs Anomaly Detection,
Outlier Detection

Log, Time-series, Text,
Video, Graph, Image

3 Preliminary Knowledge

3.1 Foundation Models

Foundation Models (FMs) generally refer to the large-scale neural networks pre-
trained on extensive and diverse data, which can be adapted or fine-tuned to a
wide range of downstream tasks. The term "Foundation Model" was introduced
to describe the paradigm shift. Those models, such as BERT [15] and CLIP [39],
were no longer just "large language (and/or vision) models" but were becom-
ing the foundation upon which a vast ecosystem of AI applications was being
built. This process enables a single model to develop a general-purpose represen-
tation of its domain, which can then be specialized for numerous applications.
In this work, we regard Foundation Model as a broad category, including early
large language (and/or vision) models, like BERT [15], CLIP [39], also including
the latest and more powerful large language models (LLMs) and large vision
language models (LVLMs), such as DeepSeek-R1 [19] and GPT-4v [37].

3.2 Anomaly Detection

Anomaly detection aims to identify the samples that markedly deviate from
the typical patterns. Based on the available training data and different learn-
ing paradigms (inductive or transductive), traditional anomaly detection meth-
ods [29,43] are categorized into three primary tasks: unsupervised anomaly de-
tection, semi-supervised anomaly detection and outlier detection. We provide
formal definitions for each in this section.

Definition 1 (Normal and Abnormal Distribution). Let Dx be an un-
known bounded normal data distribution on Rd. Define Dx̄ as the complement of
Dx in Rd, namely, Dx ⊕Dx̄ = Rd. Then Dx̄ is the total abnormal distribution.
Let Dx̃ be an unknown bounded abnormal data distribution on Rd and Dx̃ ⊂ Dx̄.

Definition 2 (Unsupervised Anomaly Detection (Clean)). Given Defi-
nition 1, let X = {x1,x2, · · · ,xn} ⊂ Rd be a set of n samples drawn from distri-
bution Dx as training data. Then, the goal of the unsupervised AD is to obtain
a decision function f : Rd → {0, 1} by utilizing only X, such that f(xnew) = 0
if xnew is drawn from Dx and f(xnew) = 1 if xnew is not drawn from Dx.
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Fig. 2. The corresponding relationship between FM-energized AD methods and the
conventional definitions.

Definition 3 (Unsupervised Anomaly Detection (Contaminated)). Given
Definition 1, let X = {x1,x2, · · · ,xn} ⊂ Rd be a set of n samples drawn from
distribution Dx and X̃ = {x̃1, x̃2, . . . , x̃ñ} ⊂ Rd be a set of ñ samples drawn
from Dx̃, where ñ ≪ n. Let D = X ∪ X̃ be the training data. Then, the goal of
the unsupervised AD is to learn a decision function f : Rd → {0, 1} by utilizing
only D, such that f(xnew) = 0 if xnew is drawn from Dx and f(xnew) = 1 if
xnew is not drawn from Dx.

Definition 4 (Semi-supervised Anomaly Detection). Given Definition 1,
let X = {x1,x2, . . . ,xn} ⊂ Rd be a set of n samples drawn from Dx and X̃ =
{x̃1, x̃2, . . . , x̃ñ} ⊂ Rd be a set of ñ samples drawn from Dx̃, where ñ ≪ n. De-
note y1 = · · · = yn = 0 and ỹ1 = · · · = ỹñ = 1 as the labels of normal samples and
abnormal samples, respectively. Let D = {(x1, y1), · · · , (xn, yn), (x̃1, ỹ1), · · · , (x̃ñ, ỹñ)}
be the training data. Semi-supervised AD aims to learn a decision function
f : Rd → {0, 1} on D, such that f(xnew) = 0 if xnew is drawn from Dx and
f(xnew) = 1 if xnew is not drawn from Dx.

Definition 5 (Outlier Detection). Given Definition 1, let X = {x1,x2, · · · ,xn}
⊂ Rd be a set of n samples drawn from distribution Dx and X̃ = {x̃1, x̃2, . . . , x̃ñ} ⊂
Rd be a set of ñ samples drawn from Dx̃. Let D = X ∪ X̃ be the training
data. Then, the goal of the outlier detection is to learn a decision function
f : Rd → {0, 1} on D to identify whether each sample x ∈ D is from Dx.

When considering FM-energized methods, they often do not have a direct
alignment with these conventional definitions. From the perspective of whether
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FMs’ parameters are updated, the utilization of FMs in anomaly detection can be
divided into three categories: embedding-based, prompt-based, and fine-tuning-
based, where the first two strategies do not update the parameters of FMs. Fig.2
provides a corresponding relationship between FM-energized AD methods and
the conventional definitions.

– The embedding-based techniques usually only utilize the FMs to obtain
the feature representation of data.

– The prompt-based techniques need to restructure the task into a predefined
text template that can make full use of the powerful capabilities of language
understanding and inference of LLMs.

– The fine-tuning-based techniques utilize small-scale and specific datasets
to refine the pre-trained FMs to enhance their abilities in a specific domain.

It is worth noting that the aforementioned three categories (embedding-
based, prompt-based, and fine-tuning-based) are not an accurate classification
for the FM-energized AD literature, since some works would adopt multiple
techniques to finish the detection task.

4 FM-energized Anomaly Detection

4.1 Workflow Tree

FM-energized AD

Task Setting

Zero-shot
(√/×)

Few-shot
(√/×)

Normal only
(√/×)

Normal & 
Abnormal

(√/×)

As Extractor

OOTB
(√/×)

Prompt
(√/×)

Fine-tuning
(√/×)

As Detector

Prompt
(√/×)

Fine-tuning
(√/×)

Work Flow Work Flow

Fig. 3. A comprehensive workflow for each FM-energized AD method.

Through analysis of the aforementioned surveys [47,55,36,42], we found that
their taxonomies cannot neatly categorize FM-energized methods into a single
category, primarily due to the diversity of anomaly detection tasks and the ver-
satility of foundation models. To better capture these dynamics, we introduce
a comprehensive workflow tree (See Fig.3) for FM-energized AD methods by
naturally considering the actual detection process, which means that each FM-
energized AD method has such a workflow tree to precisely locate within the
broader research landscape. In Table 2, we instantiate a collection of workflow
trees derived from the FM-energized AD literature, alongside a summary of prac-
tical information such as focused data types and the available implementation.
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4.2 Task Setting of FM-energized AD

The FM-energized anomaly detection methods do not align well with the con-
ventional definitions (see Section 3.2). Based on few-shot learning, they usually
have three settings, including zero-shot, one-shot, and few-shot. In this work, we
subsume the one-shot setting under the broader few-shot category.

– In the zero-shot setting, FM-energized AD methods are performed on a
completely unseen target task. This setting is consistent and comparable
with outlier detection (see Definition 5). For example, WinCLIP [23] and
AnomalyCLIP [66] followed this setting in their empirical evaluation.

– In the few-shot setting, FM-energized AD methods conduct detection guided
by a handful of samples from the target task. The utilization of the sam-
ples generally includes two ways: (1) fine-tuning the FMs (with parameters
updating) such as LLMAD [30]; (2) prompting the FMs (without parame-
ters updating) such as AnomalyGPT [17]. Within the few-shot paradigm,
the setting that uses only normal samples corresponds to the unsupervised
AD (clean) (See Definition 2) and the setting that uses both normal and
abnormal samples aligns with the semi-supervised AD (See Definition 4).

4.3 Using FMs as Extractors

When considering the workflow of anomaly detection within machine learning,
a crucial step (often the first step, except for data preprocessing) is feature
engineering. The remarkable representational capabilities of FMs establish them
as highly effective feature extractors [6]. Based on the literature on FM-energized
AD, the utilization of FMs as extractors can be divided into three categories,
including OOTB (out of the box), Prompt embedding, and Fine-tuning.

Let S = {s1, s2, · · · , sn} be n original data samples and FM(·) denotes a
feature extractor based a foundation model. The corresponding embedding X =
{x1,x2, · · · ,xn} has

xi =


FM(si), if OOTB;
FM(Template(si)), if Prompt;
F̃M(si)\F̃M(Template(si)), if Fine-tuning.

Where Template(·) denotes a specific template transformation and the F̃M(·)
denotes the extractor of the fine-tuned foundation model.

– OOTB directly employs FMs as feature extractors without requiring prior
fine-tuning and prompt engineering for inputs. Based on this plug-and-play
characteristic, the OOTB is particularly prevalent in text and image anomaly
detection, such as AD-NLP [7], AD-LLM [57], InCTRL [68], due to the
consistent input format for LLMs and VLMs.

– Prompt embedding restructures the original samples by a predefined tex-
tual template to make full use of the powerful capabilities of language un-
derstanding and inference of LLMs. This technique is commonly applied
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in industrial anomaly detection (IAD) and non-textual data (e.g. tabular)
anomaly detection. For example, AnomalyGPT [17] constructs the templates
of image description before feature representation as shown in Fig.4.

– Fine-tuning involves updating the parameters of FMs to adapt them to a
specific task or domain. When employed as feature extractors for anomaly
detection, two fine-tuning strategies can be considered: (1) task fine-tuning
that is to refine the FMs by using relevant AD datasets to transform a general
model into a specialist; (2) representation fine-tuning that aims to further
enhance the representational capabilities of FMs such as Text-ADBench [53]
using the fine-tuned LLMs from LLM2Vec [6].

(b) Template-level
• "a cropped photo of the [c]."
• "a cropped photo of a [c]."
• "a close-up photo of a [c]."
• "a close-up photo of the [c]."
• "a bright photo of a [c]."
• "a bright photo of the [c]."
• "a dark photo of the [c]."
• "a dark photo of a [c]."
• "a jpeg corrupted photo of a 

[c]."
• "a jpeg corrupted photo of the 

[c]."

(a) State-level (normal)
• c := " [o] "
• c := "flawless [o] "
• c := " perfect [o] "
• c : = "unblemished [o] "
• c : = " [o] without flaw"
• c : = " [o] without defect"
• c : = " [o] without damage"
State-level (anomaly)
• c := " damaged [o] "
• c := " broken [o] "
• c := " [o] with flaw"
• c := " [o] with defect"
• c := " [o] with damage"

• "a blurry photo of the [c]."
• "a blurry photo of a [c]."
• "a photo of a [c]."
• "a photo of the [c]."
• "a photo of a small [c]."
• "a photo of the small [c]."
• "a photo of a large [c]."
• "a photo of the large [c]."
• "a photo of the [c] for visual 

inspection."
• "a photo of a [c] for visual inspection."
• "a photo of the [c] for anomaly 

detection."
• "a photo of a [c] for anomaly detection."

Fig. 4. Image description prompt templates from AnomalyGPT [17]. The complete
text can be composed by replacing the token [c] in a template-level text with one of
the state-level texts and replacing the token [o] with the object’s name.

4.4 Using FMs as Detectors

Within the detection stage, two common paradigms for harnessing FMs as de-
tectors are prompt learning (in-context learning) and fine-tuned learning.

– Prompt learning does not update the parameters of FMs but only pro-
vides task description or a handful of prompted examples to FMs. When
only the task description and prompted queries are provided such as Tab-
ularAD [26], it corresponds to the setting of zero-shot. When a handful of
prompted examples from the target task and queries are provided such as
AnomalyGPT [17], it corresponds to the setting of few-shot. It should be
noted that the prompt embedding (See Section 4.3) in the stage of feature
representation (as an extractor) is different from the prompt learning in the
detection stage (as a detector). The former aims to generate embeddings for
the prompted samples or auxiliary representations, such as textual descrip-
tions of images. The latter guides the FMs to understand a specific anomaly
detection task through textual instructions of the task or labeled examples,
leveraging in-context learning to achieve superior detection performance. A
clear comparison between the prompt embedding and the prompt learning
is illustrated in Fig.5.

– Fine-tuned learning involves refining the FMs (updating the parameters)
by some small-scale, relevant datasets or the training set of the target task.
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Table 2. A summary of the literature on FM-energized Anomaly Detection. The ‘MM’
and ’F-T’ denote ‘multimodal’ and ‘Fine-tuning’, respectively. The ‘Nor.’ and ‘Ab.’
correspond to ‘normal’ and ‘abnormal’, respectively. In the ‘Threshold’ term, ‘Manual’
refers to the methods with anomaly scores as the final detection results, and ‘Auto’
refers to the methods with a binary identification (normal or abnormal).

Methods
Foundation Models Task Settings Exp. Settings

Model MM As Extractor As Detector Zero-
Shot

Few-Shot Threshold Data Type CodeOOTB Prompt F-T Prompt F-T Nor. only Nor. & Ab.

WinCLIP [23] [2023] CLIP-ViT-B/16+ Manual Image link
Xu et al. [56] [2023] Sentence-BERT Manual Text N/A

Myriad [28] [2023] EVA-CLIP,
Vicuna Auto Image link

Elhafsi et al. [16] [2023] text-davinci-003 Auto Text link

AnomalyGPT [17] [2024] PandaGPT,
Vicuna-7B Auto Image link

AnomalyCLIP [66] [2024] CLIP-L-14 Manual Image link
AnomalyLLM [32] [2024] Vicuna-7B-v1.5 Manual Graph link

TabularAD [26] [2024] GPT-4 Auto Tabular N/A

LogFit [2] [2024] RoBERTa,
Longformer Manual Log N/A

ALFA [67] [2024] CLIP-ViTB/16+,
GPT-3.5-turbo-Instruct Manual image N/A

InCTRL [68] [2024] CLIP-ViT-B/16+ Manual Image link
MVFA [21] [2024] CLIP Manual Image link

AESOP [45] [2024] many Manual Text, Image link

SIGLLM [3] [2024] Mistral-7B-Instruct-v0.2,
GPT-3.5-turbo-Instruct Auto Time series link

SPICED [12] [2024] GPT-3.5-turbo Auto Signal N/A

Holmes-VAD [60] [2024] LanguageBind,
Vicuna Auto Video link

VAD-LLaMA [34] [2024] Video-LLaMA Auto Video N/A
LogConfigLocalizer [44] [2024] GPT-4 Auto Log N/A

LogiCode [62] [2024] GPT-4 Auto Image link

AnomalyRuler [58] [2024]
CogVLM-17B,

GPT-4-1106-Preview,
Mistrial-7B-Instruct-v0.2

Auto Video link

Audit-LLM [46] [2024] GPT-3.5-turbo Auto Log N/A

NLP-ADBench [27] [2024] BERT,
text-embedding-3-large Manual Text link

AD-LLM [57] [2024] Llama 3.1 8B Instruct,
GPT-4o Auto Text link

Tagfog [13] [2024] ChatGPT, CLIP Auto Image link
DBAL [18] [2025] LLaMA 2-chat 13B Auto Text link

LLMAD [30] [2025] Llama-3-70B,
GPT-3.5, GPT-4 Auto Time-Series link

TAD-Bench [11] [2025] many Manual Text N/A
Text-ADBench [53] [2025] many Manual Text link

AnoLLM [49] [2025] SmolLM Manual Tabular link
LLM-LADE [63] [2025] LlaMa3-8B Auto Log link

ICAD-LLM [52] [2025] Qwen2.5-0.5B Manual Time Series,
Tabular, Log link

Prompt Embedding

sample 1 is 48.10
sample 2 is 51.51
sample 3 is -52.49

…
sample n is 49.18

FMs

FMs

…

Q: sample 1 is 48.10; sample 2 is 51.51; sample 3 
is -52.49; …; sample n is 49.18. Abnormal samples 
significantly deviate from the majority. Which 
samples are abnormal?

FMs

sample 3, … are abnormal

(a) FMs as extractor (b) FMs as detector

Prompt Learning

Fig. 5. A naive comparison between prompt embedding and prompt learning when a
foundation model is used as an extractor and detector, respectively.

5 Resource Integration

This section provides key resources for anomaly detection research. We catalog
the frequently used datasets across different data types and list related bench-
mark studies in Table 3. These collected resources will support readers in quickly
accessing relevant data sources and reviewing the current state of research in
specific sub-fields.

https://github.com/caoyunkang/WinClip
https://github.com/tzjtatata/Myriad
https://sites.google.com/view/llm-anomaly-detection
https://github.com/CASIA-IVA-Lab/AnomalyGPT
https://github.com/zqhang/AnomalyCLIP
https://github.com/AnomalyLLM/AnomalyLLM
https://github.com/mala-lab/InCTRL
https://github.com/MediaBrain-SJTU/MVFA-AD
https://sites.google.com/view/aesop-llm
https://github.com/sintel-dev/sigllm
https://holmesvad.github.io/
https://github.com/22strongestme/LOCO-Annotations
https://github.com/Yuchen413/AnomalyRuler
https://github.com/USC-FORTIS/NLP-ADBench
https://github.com/USC-FORTIS/AD-LLM
https://github.com/Cverchen/TagFog
https://github.com/guanwei49/DABL
https://github.com/LJunius/LLMAD
https://github.com/jicongfan/Text-Anomaly-Detection-Benchmark
https://github.com/amazon-science/AnoLLM-large-language-models-for-tabular-anomaly-detection
https://github.com/sleep-zzw-bot/LLM-LADE
https://github.com/nobody384/ICAD-LLM
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5.1 Evaluation Datasets and Benchmark Literature

Table 3 summarizes the frequently used datasets in anomaly detection across
seven data types: image, tabular, time-series, text, graph, video, and log.

Table 3. A summary of datasets frequently used in anomaly detection and outlier
detection. The ‘IAD’ refers to ‘Industrial Anomaly Detection’.

Data Type Dataset # Samples Year Resource Benchmark Literature

Image
(IAD)

MVTec-AD [9] 5000 2019 link

IM-IAD (2020) [54], MMAD (2025) [25],
VIAD (2025) [4]

BTAD [35] 2830 2021 link
MPDD [24] 1346 2021 link
MVTec LOCO-AD [8] 3644 2022 link
VisA [70] 10821 2022 link
AeBAD-S [64] 5570 2023 link
GoodsAD [61] 6124 2024 link
RIADs [50] 8022 2024 link
VAD [5] 5000 2024 link

Tabular 47 datasets from [20] N/A 2022 link ADBench (2022) [20]

Time Series 40 datasets from [31] N/A 2024 link TSB-AD (2024) [31], MTSAD (2024) [59],
TAB (2025) [38]

Text 8 datasets from [53] N/A 2025 link
Xu et al (2023). [56], NLP-ADBench (2024) [27],
Text-ADBench (2025) [53], AD-LLM (2025) [57],

TAD-Bench (2025) [11]

Graph 10 datasets from [48] N/A 2023 link GADBench (2023) [48]

Video
Ubnormal [1] N/A 2022 link Ubnormal (2022) [1], SmartHome-Bench (2025) [65],

RethinkingVAD (2025) [33]RethinkingVAD [33] N/A 2025 link
SmartHome-Bench [65] N/A 2025 link

Log 19 datasets from [69] N/A 2023 link Logeval (2024) [14]

5.2 Evaluation Metrics

During the inference, anomaly detection often can be regarded as a binary clas-
sification task. Therefore, the metrics Precision, Recall, F1-score, FPR (False
Positive Rate), and FNR (False Negative Rate) can be used to evaluate the
performance. All the aforementioned metrics are threshold-dependent and often
sensitive to the selection of the threshold. For a holistic measurement of detec-
tion performance, the metrics AUROC (Area Under ROC Curve) and AUPRC
(Area Under Precision-Recall Curve) are also frequently used to assess the de-
tection performance. There are more detailed descriptions about the evaluation
metrics in [47,55].

6 Comparison and Analysis of the Current Research

To provide an overview of current research trends, we visualize the literature
titles of FM-energized anomaly detection by word cloud and word frequency in
Fig.6 that is based on the search results from Google Scholar with keywords
‘allintitle:("anomaly detection" OR "outlier detection") (llm OR llms OR "large
language models" OR fm OR fms OR "foundation models")’. In Fig.6, we can
easily find that the research on log, video and time-series has received consider-
able attention. By contrast, the research on graph and tabular data seems to be
limited in this setting.

https://www.mvtec.com/company/research/datasets/mvtec-ad
https://datasetninja.com/btad
https://github.com/stepanje/MPDD?tab=readme-ov-file
https://www.mvtec.com/company/research/datasets/mvtec-loco
https://github.com/amazon-science/spot-diff
https://github.com/zhangzilongc/MMR?tab=readme-ov-file
https://github.com/zhangzilongc/MMR?tab=readme-ov-file
https://realiad4ad.github.io/Real-IAD/
https://github.com/abc-125/segad
https://github.com/Minqi824/ADBench
https://github.com/TheDatumOrg/TSB-AD
https://github.com/jicongfan/Text-Anomaly-Detection-Benchmark
https://github.com/squareRoot3/GADBench
https://github.com/lilygeorgescu/UBnormal
https://github.com/Kamino666/RethinkingVAD/tree/main
https://github.com/Xinyi-0724/SmartHome-Bench-LLM
https://github.com/logpai/loghub
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(a) wordcloud of titles (b) partial word frequency of titles

Fig. 6. The wordcloud and word frequency of literature titles of FM-energized AD.

6.1 Advantages of FM-energized Anomaly Detection

Naturally, the key advantages of FM-energized methods include the powerful
generalization (fine-tuning learning), the user-friendly design (in-context learn-
ing), and the fusion of multimodal data (multimodal learning).

– Fine-tuning learning The advent of foundation models has established a
new machine learning paradigm: "Pretrained FMs + Task Fine-tuning". In
anomaly detection, the learning paradigm requires only one or a few founda-
tion models, adapting them to diverse tasks through fine-tuning or simple,
trainable adapters. This paradigm offers a more efficient and sustainable al-
ternative compared to the conventional practice of training a separate model
for each dataset.

– In-context learning The FMs with chat capabilities (multiple rounds of
dialogue), such as GPT-4 [22], DeepSeek-R1 [19], introduce a powerful,
training-free mechanism known as in-context learning, which makes the FMs
seamless adaptation to new tasks using only natural language instructions
(via zero-shot or few-shot prompting). This eliminates the need for extensive
task-specific programming and training in real-world applications, enabling a
simpler and more efficient strategy. Many works [3,17,26,30] of FM-energized
anomaly detection empirically have demonstrated that this approach is fea-
sible and yields good performance in some tasks. Furthermore, the ability to
generalize from few-shot or even zero-shot prompts offers an effective solu-
tion for data-scarce scenarios, such as rare disease detection.

– Multimodal learning Multimodal foundation models offer a transforma-
tive advantage for anomaly detection by cross-modal reasoning and contex-
tual understanding, which allows them to identify complex anomalies that
are only apparent when synthesizing information from diverse data sources
like text, vision, and time-series. Furthermore, a key enhancement of mul-
timodal foundation models is inherent explainability, as these models can
generate natural language justifications for their decisions by citing evi-
dence integrated from across different modalities. In high-stakes domains
such as financial fraud detection, the interpretability of detection results is
paramount.



12 Feng Xiao and Jicong Fan

6.2 Limitations of current FM-energized Anomaly Detection

Although the foregoing analysis paints a promising future for FM-energized
anomaly detection, the current research is still at the feasibility testing stage
and has, at least, the following limitations.

Table 4. Aggregated numerical results reported in the literature. The FM-energized
methods and non-FM-based methods are marked in red and blue, respectively.

Method Setup Performance Method Setup Performance
AUROC (%) AUPR (%) AUROC (%) AUPR (%)

MVTec-AD (image) VisA (image)

WinCLIP [23] 0-shot 91.8 96.5 WinCLIP [23] 0-shot 78.1 81.2
4-shot 95.2 97.3 4-shot 87.3 88.8

Myriad [28] 0-shot 86.2 - Myriad [28] 0-shot 78.0 -
4-shot 96.3 - 4-shot 90.6 -

AnomalyGPT [17] 4-shot 96.3 - AnomalyGPT [17] 4-shot 90.6 -
AnomalyCLIP [66] 0-shot 91.5 96.2 AnomalyCLIP [66] 0-shot 82.1 85.4

ALFA [67] 0-shot 93.2 97.3 ALFA [67] 0-shot 81.2 84.6
4-shot 96.5 98.9 4-shot 88.2 89.4

InCTRL [68] 4-shot 94.5 97.2 InCTRL [68] 4-shot 87.7 90.2
8-shot 95.3 97.7 8-shot 88.7 90.4

PatchCore full-shot 99.2 99.8 PatchCore full-shot 95.1 96.2
RD4AD full-shot 98.6 99.5 RD4AD full-shot 96.0 96.5

Fraud ecommerce (tabular) Lymphography (tabular)
AnoLLM (135M) [49] full-shot 100.0 99.9 AnoLLM (135M) [49] full-shot 96.8 85.6
AnoLLM (360M) [49] full-shot 100.0 97.2 AnoLLM (360M) [49] full-shot 99.5 93.8
KNN full-shot 100.0 100.0 KNN full-shot 86.0 72.0
Iforest full-shot 50.1 17.2 Iforest full-shot 67.3 23.2
DeepSVDD full-shot 100.0 100.0 DeepSVDD full-shot 89.9 68.0

Method Setup Performance Method Setup Performance
Best F1 (%) Delayed F1 (%) Best F1 (%) Dealyed F1 (%)

KPI (time series) Yahoo (time series)

LLMAD [30]

1-shot (normal) 75.6 30.5

LLMAD [30]

1-shot (normal) 60.2 60.2
1-shot (abnormal) 76.8 43.1 1-shot (abnormal) 62.2 62.2

2-shot (1 nor., 1 abnor.) 81.6 64.1 2-shot (1 nor., 1 abnor.) 67.9 65.5
3-shot (2 nor., 1 abnor.) 84.3 66.7 3-shot (2 nor., 1 abnor.) 72.4 69.5
5-shot (4 nor., 1 abnor.) 81.2 69.7 5-shot (4 nor., 1 abnor.) 69.1 66.9

Anotransfer full-shot 68.5 46.1 Anotransfer full-shot 56.7 49.6
Informer full-shot 85.9 71.5 Informer full-shot 70.7 67.1
TFAD full-shot 75.1 63.1 TFAD full-shot 77.9 77.5

– On Detection Performance
For anomaly detection, detection performance is the foremost priority. While
current FM-energized methods have achieved impressive results with min-
imal samples (typical fewer than 10), their performance typically remains
inferior to state-of-the-art traditional methods trained on a full training
set, or related comparison is ignored. We aggregated the related numeri-
cal results in Table 4. On image data, the results of FM-energized methods
are reported as in their original publications, while those for non-FM-based
methods are from a previous benchmark [54]. All tabular data results follow
AnoLLM [49], and all time series results follow LLMAD [30]. Although this
may seem an unfair comparison for FM-energized methods, it is a pragmatic
one for real-world applications. If traditional methods deliver a faster and
more accurate inference in spite of training by full-shot, the practical value of
FM-energized methods would be limited in many anomaly detection tasks.
Notably, the full-shot experiments can be easily conducted in FM-energized
AD methods but often are ignored. One possible reason is that increased
data volume does not yield significant performance gains for these methods.

– On Response Speed (Inference Time)
The response speed (inference time) is another key metric in anomaly detec-
tion, particularly for real-time applications. In this regard, the FM-energized
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AD methods currently hold no advantage over many non-FM-energized meth-
ods, such as IForest [29], Deep SVDD [43]. Although there are few works [45]
that discussed the issue, most current research did not provide related com-
parison between FM-energized and non-FM-energized AD methods. We ar-
gue that such comparison and analysis are essential for quantifying the prac-
tical discrepancy between them and will contribute to developing more effi-
cient solutions.

6.3 Possible Research Directions and Problems

Based on the literature review and discussion presented in this work, we have
identified several specific directions and problems worthy of further exploration.

– Insufficient Research on Graph and Tabular data.
According to the statistics from Fig.6, the related research on graph [32]
and tabular data [26] are relatively insufficient compared with log, video,
and time-series. Therefore, the research on graph and tabular data could
become more urgent.

– Unclear Performance Advantage Compared with the non-FM-energized
AD methods.
This limitation underscores the urgent need for standardized, quantitative
benchmarks to assess the true performance difference between current FM-
energized and non-FM-energized AD methods. Such benchmarks could ac-
curately answer the following two questions and further reveal more specific
research problems.
1. In which specific AD tasks or domains are FM-energized methods less

effective than non-FM-energized methods?
2. In these specific tasks or domains (based on question 1), how much do

these two types of methods differ in terms of detection performance?
– Slow Response Speed Compared with the non-FM-energized AD

methods.
This is a general and intractable issue for FM-based methods. In real-time
AD applications, response speed is quite crucial to the overall system. There-
fore, future research should consider the response speed of FM-energized AD
methods and attempt to introduce some efficient inference strategies.

– Explainability and Trustworthiness.
In high-stakes AD scenarios, such as medical diagnosis, the explainability
of the identification results and the trustworthiness of the detection process
need to be guaranteed to some extent. Leveraging the powerful language un-
derstanding, generation, and chain-of-thought (COT) [51] process of LLMs,
there are some related studies [60,58] recently. The future research should
prioritize generating interpretable justifications, particularly for the identi-
fied anomalies.

– Utilization of Multimodel Data.
Multimodal data provide more information and dimensions for the detection
process, and several attempts on anomaly detection, such as WinCLIP [23]
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AnomalyCLIP [66], have demonstrated their promising potential. This may
be a path to outperform the non-FM-energized methods. Therefore, future
research should prioritize leveraging multimodal data to address the key
challenges, such as scarcity, noise, and class imbalance, thereby enhancing
overall detection performance.

7 Conclusion

The advent and advancements of foundation models foster the research on FM-
energized anomaly detection. This survey systematically reviews the related lit-
erature and aligns it with the conventional definitions of anomaly detection. To
synthesize this diverse and rapidly evolving field, we introduce a workflow tree for
categorizing methods and integrate key resources, including code, datasets, and
benchmark studies. Furthermore, we analyze the advantages of FM-energized
anomaly detection from a long run and reveal the limitations of current research.
Finally, we outline specific directions and problems to guide future research in
FM-energized anomaly detection.
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